CTPYKTYPHA, IIPUK/IA/[HA TA MATEMATHYHA JIITHTBICTHKA

UDC 81’ 33

INTELLIGENCE

Alona Dorozhynska!, Sergiy Dorozhynskyy?

'Ukrainian Lingua-Information Fund of NAS of Ukraine, Kyiv, Ukraine,
alonadrzh@gmail.com, ORCID iD: 0000-0001-6554-6731

2Kyiv University of Intellectual Property and Law, Kyiv, Ukraine,
dorozhun1706@gmail.com, ORCID iD: 0000-0002-5395-6423

FROM DICTIONARY TO DATABASE: TRANSFORMATION AND PROTECTION

The article outlines the importance of data digitization in modern society and in the context of countering the ag-
gressor. It also shows the problems associated with paper-based media that lose their relevance and become unsuitable
for work over time. The study proposes to use LiteDB as a lightweight NoSQL database for digitizing information due
to its ease of use, embeddability, ISON/BSON data format, security assessment, and easy scalability. Particular emphasis
is placed on the use of the HTMLAgilityPack library for working with HTML in the .NET environment. It is noted
that it helps to parse HTML pages, extract structured data, and convert HTML to a structured format. An important
priority of these tools is the ability to use built-in or connected information security systems, the best option of which
is quantum cryptography and quantum key distribution. The advantage of such protection is its resistance to most
modern attacks, even under conditions of uncertainty.
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A. lopoxmHcbka, C. JlopoxuHchKuii. Bin cioBHHKa 10 6a3u naHux: TpaHcdopMaiis Ta 3aXucT. Y CTaTTi oKpecie-
HO BaXXJIUBICTb OLIM(PYBaHHS JAHUX Y Cy4aCHOMY CYCITIJICTBI Ta B KOHTEKCTI MPOTUii arpecopy. Takoxk rmoka3zaHo
poGieMHu, TIOB'sI3aHi 3 MarepoBUMU HOCISIMU, sIKi 3 YaCOM BTPavaroTh CBOIO aKTYaJbHICTh i CTAIOTh HETIPUIATHUMU
U1t poOOTH. Y NOCIIIXXEHHI MPOMOHYEThCS BUKOpUCTOBYBaTH litedb sk jierky nosql-6a3y naHux mist ouudpyBaHHS
iH(opMallii 3aBASKN IMPOCTOTI BAKOPUCTAHHS, MOXJIMBOCTI BOYIOBYBaHHS, (hopMaTy HaHUX json/bson, owiHII 6e3-
MeKM Ta JieTKill MaciuTaboBaHOCTi. OcOOIMBHIT aKIIEHT 3p00JIEHO Ha BUKOPUCTaHHI 6ibmioTeku htmlagilitypack st
po6otu 3 html B cepenoBuiii .net. 3a3HavaeTbCs, 1110 BOHA JOMOMAarae aHaaizyBatu html-cTopiHKM, BUTITYBaTU
CTPYKTYpPOBaHi JlaHi Ta KOHBepTyBaTtu html y cTpykTypoBaHuii hopmat. BaxyiMBUM MpiopuTeTOM LIUX iIHCTPYMEHTIB
€ MOXJIMBICTb BUKOPUCTAHHS BOYIOBaHUX a00 MiIKIIOUEHUX CUCTEM 3aXUCTY iHbopMallii, HallKpaluiuM BapiaHTOM
SIKMX € KBaHTOBa Kpunrorpadis Ta KBaHTOBUI po3noAis KitouiB. [lepeBaroro Takoro 3aXucTy € MOro CTiKiCTb 10
OIJIBIIOCTI CyyacHUX aTakK, HaBiTh B yMOBaX HEBU3HAYEHOCTI.
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Introduction

An important solution for society in the current con-
ditions of existence and counteraction to the aggressor is
the digitization of data in paper format. The problem is
that paper media lose their relevance, are little used, and
become unsuitable for work and processing over time.
Their digital counterparts are more time-resistant and
more accessible to the user. One of the most important
stages of the digitization process is the formation of a da-
tabase, its architecture and content. It should be remem-
bered that paper-based media are usually unstructured or
semi-structured. Therefore, databases that are easy to use
and fill are suitable for such tasks. That's why we chose
LiteDB, a lightweight NoSQL database designed for use
in .NET applications, including C# and .NET Core. It
can be an attractive option for some digitized data tasks
for the following reasons:

— Ease of use: LiteDB has a simple API and inte-
grates easily with .NET projects. Its syntax and data struc-
ture are well suited to working with C#.

— Embeddability: LiteDB can be easily embedded
into an application because it does not require a separate

database server to be installed. You just need to add the
library to the project and start using it.

— JSON/BSON data format: LiteDB uses the BSON
(Binary JSON) data format, which makes it efficient for
working with JSON objects. This is especially useful if you
need to work with unstructured or semi-structured data.

— Security assessment: LiteDB has support for da-
tabase encryption, which can be an important aspect for
security, as it is possible to protect data with custom en-
cryption keys, as well as apply the latest security methods,
such as quantum cryptography and quantum key distribu-
tion.

— Easy scalability: In cases where the project requires
a small database or does not require complex operations,
LiteDB can be the best option due to its lightness and ef-
ficiency.

The use of this database makes it possible to use a
large number of libraries to simplify the process of data
digitization. One of them is HTMULAgilityPack, a li-
brary for working with HTML in the .NET environment.
Its main purpose is to parse and process HTML docu-
ments. In the context of digitized data and databases,
HTMLAgilityPack can be useful for extracting data before

3
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saving it to a database. The main aspects of the benefits of
using this library:

— Parsing HTML pages: HTMLAgilityPack provides
a convenient way to access various elements of an HTML
page, extracting text, attributes, and other data.

— Extraction of structured data: If you are searching for
specific data on a website, you can use HTM LAgilityPack
to sample and extract that data from the HTML code.

— Converting HTML to a structured format: If you
receive an HTML document and need to convert it to a
structured format for further processing or storage in a da-
tabase, HTMLAgilityPack can be used to parse and create
objects or data for further use.

HTMLAgilityPack helps to simplify the work with
HTML and use the resulting data for further processing
or storage in a database, which can be useful for obtaining
information for further use in digitized data.

1. Basic technological stages

Conversion of electronic text of dictionaries into XML
format

Converting electronic text of dictionaries into XML
can be done by programming. However, this process is
preceded by the extraction of all structural elements and
the construction of the structure of a dictionary entry or
text unit. Here is a general scheme of working with XML

1. Reading the text. Read the electronic text of the
dictionary according to the structure of its lexicogaphy
system.

2. Parsing the text. Parsing the text into various struc-
tural elements of the dictionary, such as words, defini-
tions, examples of usage, etc. To do this, you can use reg-
ular expressions or text processing libraries such as NLTK
(Natural Language Toolkit) in Python.

3. Create an XML structure. For each selected ele-
ment, create a corresponding XML element, for example,
<word>, <definition>, <example>, etc. Add these ele-
ments to the XML tree. Develop a general schema.

4. Save in XML format. Save the resulting XML struc-
ture in an XML file.

5. Additional options. Add the ability to process dif-
ferent dictionary formats (for example, JSON, CSV). Add
validation of the entered data to make sure that it corre-
sponds to the expected format.

This work can be implemented using programming
languages such as Python, Java, or any other language
that supports text and XML processing.

Converting electronic text from dictionaries to XML
can be useful for several reasons:

1. Structured data: XML allows you to structure infor-
mation in the form of a tree, which makes it easier to work
with data and use it later.

2. Interoperability with other systems: XML is a com-
mon format and is used to exchange data between differ-
ent programs and systems.
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3. Ease of processing and analysis: The XML structure
makes it easy to process and analyze data using a variety
of programs, including programming languages and other
tools.

4. Support for different formats: XML can be used to
represent different kinds of information, including texts,
numbers, dates, and more, which can be useful for dic-
tionary data.

5. Extensibility: XML makes it easy to add new ele-
ments and extend the data structure without significant
changes to the existing code.

Consequently, converting dictionary data to XML can
make it easier to process, share, and use in different ap-
plications and systems.

For example, let's show two dictionary entries in the
structure of a lexicographic system and in XML format.
(Dictionary of Ukrainian Biological Terminology) [1].

Example 1
anBeHTU#BHMIA (poc. aIBEHTH# BHBIN, anen. adventive) 1. SIkumii
PO3BUBAETHCS HE 3 eMOpPiOHAIbHUX TKAHUH TOYKU POCTY,
a i3 cTapilllnX YaCTUH POCITVHU; aABEHTH#BHA Opy#HbKA Ou6.
Opy#HbKa: Opy#HbKA aIBEHTH#BHA; AIBEHTH#BHA eMOPioHi#s
OJus. eMOpioHi#s: eMOpioHi#a anBeHTU#BHA, aJBEeHTH#BHA
noJiiemOpioni#a due. moxieMOpioHi#a: momieMOpioHi#s
Hylens#pHa [anBeHTU#BHA]; agBeHTU#BHUN 3a#poaok
due. 3a#poIOK: 3a#pONOK aBEHTH#BHMIi; aABEeHTH#BHUI
o#pran dus. o#pran: o#praH aJiBeHTU#BHUI; aIBEeHTUHBHUIA
na#rin due. ma#trin: ma#rin aasenTu#BHuil 2. 3aHeceHa
JIIOAMHOIO POCMHA B TY MiCUEBICTb, ¢ BOHA paHillie He
pocia; aaBeHTH#BHA POCIAMAHA Ou6. POCIU#HA: pOoCIH#HA
a/IBEHTH#BHA; AIBEHTU#BHA BUJI O01/6. BUJI: BUJI A/IBEHTH#BHMIA.

According to the structure of the dictionary article, we
will highlight all the structural elements

Th [TepMmiHOoNOTiYHUI 0JI0K]: aaABeHTH#BHHI (poc.
aIBEHTUH#BHBIN, anen. adventive)

TK_ VY [TepMiHOJOTiYHUI KOMIUIEKC YKPAiHChKUIA|:
a/IBEHTU#BHUIA

3T [ 3aro0BHUIT TepMiH|: aABEHTHH#BHUI

TK P [TepMiHOMOTIYUHUI KOMILIEKC POCIMCBHKUIA |: poc.
aIBEHTU#BHBIIN

MM mapkep MOBHU|: poc.

T_P [TepMmiH pocilicbKuii]:. afBeHTU#BHbBII

TK_A [TepMiHOJOTIYHUI KOMITIEKC aHITIUChKUM|: aren.
adventive

MM [Mapkep MOBHU]: aren.

T_A [repMiH aHTilichkmit]: adventive

CMPBb [cemanTuuHwmii 6y10K]: 1. SIK1ii pOo3BUBAETLCS HE
3 eMOpiOHAJbHUX TKAHWH TOYKM POCTY, a i3 cTapiliux
YaCTUH POCIUHU; anBeHTH#BHA Opy#HbKA Oug. Opy#HbKa:
Opy#HbKa aJIBEHTH#BHA; aJiBEeHTU#BHA eMOpioHi#a due.
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eMOpioHi#a: emMOpioHi#s anBeHTH#BHA, aJBEeHTH#BHA
noJiieMoOpioHi#sa dus. moniemOpioHi#s: monieMOpioHi#s
Hynens#pHa [anBeHTH#BHA]; agBeHTHU#BHUN 3a#poAoK
due. 3a#poaoK: 3a#poJAOK aJBEHTU#BHMIA; aJBEHTUH#BHUIA
o#praH due. ofpran: o#pran aJiBeHTU#BHWI1;, aJBeHTHHBHUIA
na#rin due. ma#rin: na#rin aagBeHTH#BHUA 2. 3aHeceHa
JIIOAWMHOIO POCIMHA B TY MiCUEBICTb, €6 BOHA paHillle He
pociia; aaBeHTH#BHA POCAMAHA Oug. Pocau#HA: pocau#Ha
aJBEeHTH#BHA; a/IBEHTH#BHA BUJ 0U/6. BU/I: BU] AIBEHTHABHHIA.

BT, [610K TaymaueHs]: 1. fkuii po3BUBA€ETbCS HE 3 eMO-
pioHaTBbHUX TKAHWH TOYKHM POCTY, a i3 CTapilliniX 4YacTUH
POCJIVHU;

HT [HOMep TayMaueHHs]: 1

TJI, [TnymaueHHs]: SAKuii po3BUBAETbCS HE 3 eMOPiOHaIb-
HUX TKAHWH TOYKHU POCTY, a i3 CTapilllNX YaCTUH POCIUHU,

BT, [050K TiaymaueHb]: 2. 3aHeceHa JIOAUHOIO POCIMHA
B TY MiCLIEBICTb, Ji¢ BOHA paHillle He pOocJia;

HT [HOoMep TiymMauyeHHd]: 2

TJI, [TnymauyeHHs]: 3aHeceHa JIOAMHOIO POCIMHA B TY
MICLIEBICTb, e BOHA paHillle He pociia;

BII, [6s0K mocuiaHb]: anBeHTU#BHA Opy#HbKa Ous.
Opy#HbKa: Opy#HbKA aJJBEHTH#BHA; aJIBEHTU#BHA eMOpioHi#s
Jue. eMOpioHi#s: eMOpioHi#a anBeHTH#BHA; aJBEHTH#BHA
noyieMOpioHi#s dus. mojiemMOpioni#sa: mogxiemoOpioHi#s
Hyne/s#pHa [ansenTu#BHa]; afBeHTU#BHUII 3a#POIOK Jus.
3a#ponoK: 3a#pONOK aIBEeHTU#BHUI; aIBEHTU#BHUI O#pran
OJue. o#praH: o#praH aJBeHTU#BHMIi; aIBEHTUH#BHUI Ma#TiH
Oue. naftrin: ma#rin agBeHTHHBHUI

MBI, [miz6noK nocuaaHb|: aaBeHTH#BHA Opy#HbKA Jug.
Opy#HbKa: Opy#HbKA aJBEHTH#BHA;

MBI1, [mig6n0K NocuiaHb|: aaBeHTH#BHA eMOpioHi#4 dug.
eMOpioHi#s: eMOpioHi#a anBeHTH#BHA;

I1BbI1; [nin610K nocuiaHp|: axBeHTU#BHA NO.ieMOpPioHi#4
dug. moyieMOpioHi#sa: moaiemOpioni#a Hynena#pua
[anBeHTH#BHA];

[IBI1, [minGn0K nocuiaHb|: aiBeHTHH#BHUIA 3a#PONOK 0u6.
3a#poaoK: 3a#POIOK aIBEHTUHBHUIA;

[IBI15 [min6sok nocuiaHb]: aiBeHTU#BHUI O#pran oue.
o#pran: o#praH aJBeHTU#BHMIA,

IIBIIy [mig6aox nocuiaaHb]: aABeHTHH#BHUI NMa#TiH Oug.
na#rin: ma#rin aaBeHTHHABHUI

BII, [6710k mocuiaHb]: aABeHTU#BHA POCHM#HA OuS6.
pocau#Ha: pociau#HAa aIBeHTH#BHA; aJBeHTH#BHA BUJ 0UG.
BUJ: BUJI aIBEHTUHBHMIA.

[IBI1, [miz6nok mocuiaHb]: agBeHTH#BHA pocau#Ha Jug.
pocjin#Ha: pocJu#Ha aJBeHTU#BHA;

[IBI1, [migbaoK nocuiaHb]: aaBeHTU#BHA BUA Ju6. BUA:
B/, aIBEHTHH#BHUI.

Each sub-block consists of an addresseel, a link mark-
er and an addressee2.

IBI1, [nin6a0K NocuaHb|: aiBeHTHH#BHA BUA Ou6. BUA:
BUJ, aIBEHTHH#BHUI.

CAHT [agpecaHT]|: anBeHTH#BHA BUI

MII[mapkep mocunaHb|: dus.

CAT [angpecart]: BuI: BUI agBeHTUH BHUIA.

5] o [5]
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Figure 1: Outline of a dictionary article

Example 2
nepeTs#kKa (poc. iepeTsi#kka, anen. constriction) 1. He-
cripanizoBaHa AiIsiHKA CIipaJbHOT XpPOMOCOMM, BEeTMUMHA
i JJoKamizauisl siKoi BapitoeThed; 2. (anea. strangulation)
[yxe TOHKe, 3BY>)KE€HE Miclle; mepeTsi#KKka Bropu#nna (poc.
mepeTss#KKa BTopu#dHasi, anea. secondary chromosome
strangulation) 1. 3By>XeHa yacTuhHa, sSIKa MOXe JIOKaJli3y-
BAaTUCh Y Pi3HUX MICLISIX XPOMOCOMM.
According to the structure of the dictionary article, we will
highlight all the structural elements
Th, [TepmiHoNoriuHU# 6s0K]: mepera#xkka (poc.
nepeTsi#KKa, anea. constriction
TK_V [TepMiHOMOriYHUNI KOMILIEKC YKpPaiHChbKUM]:
nepets#KKa
3T [ 3aronoBHMIT TepMiH|: mepeTs#KKa
TK_P [TepMmiHOMOTIUHUI KOMILIEKC POCIHCHKUN |: poc.
nepeTsa#kKka
MM|[ mapkep MoBHU]: poc.
T_P [TepMmiH pocilicbKuii]: mepeTsi#xkka
TK_A [TepMiHOJIOTiIYHUIT KOMILUIEKC aHTTiCHKUM |: anen.
constriction
MM [mapkep MOBHU|: aHen.
T_A [TepMiH aHTIiCbKUI]: constriction

Tb, [TepMmiHonoriuHui 6710K]: 2. (anea. strangulation)
TK_V [TepMiHOJOTriYHU KOMIUJIEKC YKPAiHChKUI|:
nepeTs#KKa

3T [ 3arosioBHUI TepMiH]|: mepeTsa#KKa

TK P [TepMiHOMOTiYHUIT KOMILJIEKC POCIMCHKUIA |: poc.
nepeTs#KKa

MM|[ mapkep MoBH]|: poc.

T_P [TepMmiH pocilicbkuii]: mepeTsi#kKa

TK_A [TepMiHOJOTIYHUN KOMITJIEKC aHIIIUCHKU|: aren.
strangulation

MM [Mapkep MOBHU]: awen.

T_A [TepMiH aHrmificbkuii]: strangulation

CMB, [cemanTnuHUi1 6;10K]: 1. HecnipanizoBaHa AisiHKa
cripajbHOI XpOMOCOMH, BEJIMYMHA i JIOKaJi3allisl sIKo1
BapiloEThCS;
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BT [6nok Tnymauens]: 1. HecnipanizoBaHa ainsiHka
cripajbHOI XpOMOCOMU, BEJIMYMHA i JIOKaJli3allisl sIKO1
BapiloETHCS;

HT [HoMmep TiymaueHHs]: 1

TJI [tnymauenHsi|: HecnipanizoBaHa aijisiHKa criipajibHOL
XPOMOCOMMU, BeJIMUMHA i JIOKaJi3allisl SIKO1 BapilOeThCS;
CMBb, [cemanTruHNMi 6;10K]: [lykKe TOHKE, 3ByKEHE MiClIe;
nepeTs#:KkKa BTOPU#HHA (poc. mepeTs#kka BTopu#yHasi,
anen. secondary chromosome strangulation) 1. 3ByxkeHa
yacTUHAa, sIKa MOXKE JIOKaldi3yBaTUCh Y Pi3HUX MicClsIX
XPOMOCOMH.

BT [610K TaymadeHb|: JlyXke TOHKe, 3ByXKeHe Miclie

HT [HOMep TaymMaueHHs]: 2

TJI [TnymauenHs|: yxe TOHKe, 3ByXKeHe Micle

INIBTC [min6ia0K ca0BOCHOJYyYEeHb|: mepeTA#kKKa
BTOpPH#HHA (poc. TIepeTsi#kKa BTopu#uHasi, aHes. secondary
chromosome strangulation) 1. 3By>keHa 4acTUHa, STKa MOXe
JIOKQJIi3yBaTUCh Y Pi3HUX MiCLISIX XPOMOCOMM.

BTC [610K c/TOBOCMONYYEHb|: MepeTsa#KKa BTOPU#HHA (poc.
nepeTs#xkKa BTopu#uHas, anea. secondary chromosome
strangulation) 1. 3By>keHa yacTMHa, sIKa MOXe JOKali3y-
BaTUCh Y PI3HUX MICIISIX XPOMOCOMMU.

TBCJI [TepMmiHOOTiYHMIT GIOK CIOBOCIIOJNYYEHD]:
nepeTs#KKa BTOPUEHHA (poc. TiepeTsi#KKa BTOpU#YHas,
anen. secondary chromosome strangulation)

TKC_V [TepMmiHOMOrYHUIT KOMILIEKC CJIOBOCITOJNYUEHHS
VKp.|: nepeTsa#xKKa BTOpU#HHA

TC_V [repMiHOJOTiYHE CIOBOCMHOJIYYEHHS YKPp.]|:
nepeTs#KKa BTOPpU#HHA

TKC_P [TepMiHOJOTiYHIIT KOMIUIEKC CIOBOCIIONYICHHS
poc.]: poc. TiepeTsI#KKa BTOpUH#IHAsI

MM|[ mapkep MoBHU]: poc.

TC_P [TepmiHONOriuHE CIOBOCMOJYYEHHS pocC.]:
nepeTsa#xKa BTOpu#yHas

TKC_A [TepMiHOJIOTIYHNI KOMIUIEKC CJIOBOCIIONYICHHS
aHTI.]: axen. secondary chromosome strangulation

MM|[ Mmapkep MOBHU]: aren.

TC_A [TepMiHOJIOTiYHE CIOBOCIOJYYEHHS aHI.]:
secondary chromosome strangulation

BTCIJI [cemanTUuHMIT OJI0K c0BOCTIONy4YeHb]: 1. 3ByKe-
Ha YacTHHAa, sSIKa MOXE JIOKaJi3yBaTUCh Y Pi3HUX MIiCLSIX
XPOMOCOMM.

HTCJI [HoMep TiiyMaueHHs ciioBOcHoaydYeHHs]: |

TJIC [TmymauyeHHs CIOBOCMONYYEeHHS |: 3By>kKeHa YaCcTUHa,
sIKa MOXKe JIOKaJli3yBaTUCh Y Pi3HUX MICLISIX XPOMOCOMHU.
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Figure 2.1: The scheme of articles is divided
into two blocks, first
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Figure 2.2: The scheme of articles is divided
into two blocks, second

Example 1 to XML
<CC>
<tekct CC><![CDATA[<B>anBeHtu#pHuii</B>
(<I>poc.</I>agBeHTu#BHbIN, <I>aHr1.</I>adventive) 1.
SIKuii pO3BUBAETHCS HE 3 eMOPIOHAIbHUX TKAHUH TOYKU
pOCTY, a i3 cTapiliMx YacTUH pociuHu; <B>anBeHTu#BHA
opy#upka</B> <I>mmB.</I> <B>0Opy#HbKa: Opy#HbKa
anBeHTu#BHa</B>; <B>anBeHTu#BHA eMOpioHi#a</
B> <I>puB.</I> <B>emOpioHi#sa: emOpioHi#s
anBeHTU#BHa</B>; <B>agBeHTU#BHA MoJieMOpioHi#1</
B> <I>puB.</I> <B>noniemOpioHi#s: mosieMOpioHi#s
Hyuensi#pHa [anBeHTu#BHaA|</B>; <B>anBeHTH#BHa
3a#ponok</B> <I>muB.</I> <B>3a#ponok: 3a#pomok
anBeHTU#BHUI</B>; <B>anBeHTu#BHuUil o#pran</B>
<I>muB.</1> <B>o#praH: o#fpraH agBeHTU#BHUII</
B>; <B>aaBeHtu#BHuit na#rin</B> <I>gus.</I>
<B>mna#riH: na#rin anBeHTu#BHU</B> 2. 3aHeceHa
JIIOJMHOIO POCJIMHA B Ty MICLEBICTb, ¢ BOHA paHille He
pocna; <B>amBentu#BHa pocnu#Ha</B> <I>muB.</
I> <B>pocnu#Ha: pociu#na anBeHtu#sHa</B>;
<B>agBentu#BHa Bun</B> <I>muB.</I> <B>BuI: BUI
agBeHTU#BHMII</B>.]|></TekcTt CC>
<3T>anBentu#pHuii</3T>
<Tb Homep="1">
<TK_ VY nHomep="1">
<T_VY>ansentu#suunii</T_ V>
<MM>ykp.</ MM>
</TK_V>
<TK_P Homep="1">
<T_ P>anentu#Bubiii</T P>
<MM>poc.</MM>
</TK_P>
<TK_A nomep="1">
<T_A>adventive</T_A>
<MM>aurn1.</MM>
</TK_A>
</Tb>
<CMDb nomep="1">
<BT Homep="1">
<HT>1</HT>
<TJI>{xuii po3BUBAETLCS HE 3 eMOpPiOHATBHUX TKa-
HUH TOYKHU POCTY, a i3 CTapillinxX 9acTuH pocauHu</TJI>
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</BT>
<BT Homep="2">
<HT>2</HT>
<TJI>3aHeceHa TIOAUHOIO POCINHA B TY MiCLIEBIiCTb,
IIle BOHA paHimre He pocma</TJI>
</BT>
<BIT Homep="1">
<CAHT>anBenTtu#sHa opy#Hpka</CAHT>
<CAT>06py#HbKa: Opy#HbKa anBeHTU#BHA</CAT>
<MIT>nuB.</MIT>
</BIT>
<BII HOMEDP="2">
<CAHT>anBenTtu#BHa emopioHi#sa</CAHT>
<CAT>emOpioHi#s: emOpioHi#s anseHTn#BHa</CAT>
<MIT>nuB.</MIT>
</BIT>
<BII HOMEDP="3">
<CAHT>anBentn#BHa nomiemopioHi#a</CAHT>
<CAT>noniem0pioHi#s: nmonaieMopioHi#s Hyuenas#pHa
[anBeHTU#BHA|</CAT>
<MIT>nuB.</MIT>
</BIT>
<BII HOMep="4">
<CAHT>anBentn#BHa 3a#ponok</CAHT>
<CAT>3a#ponok: 3a#tponok ageHTH#BHUI</CAT>
<MIT>nuB.</MIT>
</BIT>
<BIT HomMep="5">
<CAHT>anBentu#Buuit o#tpran</CAHT>
<CAT>o#pran: o#pran agseHTU#BHUI</CAT>
<MIT>muB.</MIT>
</BIT>
<BII HOMEP="6">
<CAHT>anBentu#BHuii na#rin</CAHT>
<CAT>na#rin: na#rid anBeHTu#BHUiI</CAT>
<MIT>muB.</MIT>
</BIT>
<BIT HOMEP="T7">
<CAHT>anBeHtu#BHa pocau#na</CAHT>
<CAT>pocnu#Ha: pocau#Ha anseHTU#BHa</CAT>
<MIT>muB.</MIT>
</BIT>
<BIT Homep="8">
<CAHT>anBentu#BHa Bun</CAHT>
<CAT>Bun: Bua agseHTu#BHUN</CAT>
<MIT>nuB.</MIT>
</BIT>
</CMb>
</CC>

Example 2 to XML
<CC>

<tekcT CC><![CDATA[<B>mepera#xka</B>
(<I>poc.</I> nepersa#txkka, <I>anr1.</I> constriction)

1. HecnipanizoBaHa niJisHKa cHipajibHOT XpOMOCO-
MM, BeJIMYMHA i JoKaJi3alisl sIKoi BapiloeTbhcs; 2.
(<I>anrn.</I> strangulation) myxe TOHKe, 3ByXKeHe
Mmicue; <B>nepetsa#xka Bropu#nHa</B> (<I>poc.</
I> mepersa#xka Bropu#unas, <I>anrn.</I> secondary
chromosome strangulation) 3By:KeHa 4acTHHA, IKa MOXeE
JIOKaJIi3yBaTUCh Y Pi3HUX MICIISIX XpoMocoMu.]||></
TekcTt _CC>
<3T>nepers#xka</3T>
<Tb Homep="1">
<TK_ VY nomep="1">
<T_V¥V>uepers#xka</T_ V>
<MM>ykp.</ MM>
</TK_ V>
<TK_P Homep="1">
<T_P>nepersa#xka</T_P>
<MM>poc.</MM>
</TK_P>
<TK_ A nomep="1">
<T_A>constriction</T_A>
<MM>aurn.</MM>
</TK_A>
</Tb>
<Tb HOMEp="2">
<TK_ VY Homep="1">
<T_V>nuepers#xka</T_V>
<MM>ykp.</MM>
</TK_Y>
<TK_ P HOmMep="1">
<T_P>nepers#xka</T_ P>
<MM>poc.</MM>
</TK_P>
<TK_A Homep="1">
<T_A>strangulation</T_A>
<MM>aurn.</MM>
</TK_A>
</TB>
<CMBb Homep="1">
<BT Homep="1">
<HT>1</HT>
<TJI>nyxe TOoHKE, 3By:keHe Miclie;</TJI>
</BT>
<BTC nomep="1">
<TBCJI Homep="1">
<TKC_VY Homep="1">
<TC_VY>nepersa#xka sropu#HHa</TC_Y>
<MM>ykp.</MM>
</TKC_¥y>
<TKC_P Homep="1">
<TC_P>mnepers#:xka Bropu#unasa</TC_P>
<MM>poc.</MM>
</TKC_ P>
<TKC_A nHOMep="1">
<TC_A>secondary chromosome strangulation</
TC_A>
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<MM>aur.</MM>

</TKC_A>

</TBCJI>

<BTCJ Homep="1">
<HTCJI>1</HTCJI>

<TJIC>3By:keHa yacTUHa, sIKa MOXKe JIOKaJli3yBaTHUCh
y pi3HuX Micisix xpomocomu</TJIC>
</BTCJI>
</BTC>
</CMb>
<CMDb Homep="2">
<BT HOMEP="1">
<HT>1</HT>
<TJI>HecnipanizoBaHa AiJisiHKa CIipaJbHOI XpOMO-
coMU, BeJIMUMHA i JIoKaji3ailis sikoi BapitoeThesi</TJI>
</BT>
</CMb>
</CC>
<CC>

2. Stages of database formation

Creating a database (DB) from an XML file can be
done in several steps:

Creating a database schema. Define the data struc-
ture that needs to be stored in the database. The structure
of the XML file is taken into account and the tables and
fields for displaying this data are determined [2].

Creating tables in the database. Using SQL or another
query language, tables are created in the database that
correspond to the data structure from the XML file.

Loading data from XML. Tools or programming lan-
guages that support working with XML are used (for ex-
ample, Python with the ElementTree library or .NET-
based programming languages using XmlDocument). The
XML file is parsed and the data is inserted into the data-
base schema [3—6].

Using the HTMLAgilityPack, the entire input text is
divided into articles and structural elements are extracted
from them (stems).

Examples (Dictionary Lexicon of Polish and Ukrainian
Active Phraseology):

HtmlDocument HtmlDoc = new HtmlDocument();

1. Load the text from the file HtmlDoc.
LoadHtml(input);

Selecting articles HtmlNodeCollection Nodes =
HtmlDoc.DocumentNode.SelectNodes("//article");

After each selection of structural elements, perform
this check

if (Nodes != null)

{

foreach (HtmlNode S_Node in Nodes)// Each article

HtmINode tmp_node = S Node.
SelectSingleNode(".//p[@class = 'j']"); // selecting one
element from the article by type <p class="t">. The dot
here means that we are "looking" at only one article
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String text = tmp_node.InnerHtml; // Get the text
that is in (between) the tags

Int ID_Ukr = tmp_node.Attributes["href"].Value; //
We got the value of the attribute of type <... href="***"
>

2. Transferring the received data to an instance of the
class. With a check whether there is already a "reverse"
article (1 copy for both pol-UKR and ukr-pol. We look
to see if there is, for example, the same case among the
processed ones and, if so, just add the ID and letter in the
language) ATTENTION the class should have a separate
one (for the database), like this:

[BsonId]

public int ID { get; set; }

3. Loading data into the database. Examples:

private LiteDatabase DB { get; set; }

private  LiteCollection<ReestrUnitMember> R _
Members { get; set; }

private string DB_Path { get; set; }

DB_Path = path; // Name and (optionally) path of
the database file

DB = new LiteDatabase(path);

R _Members = DB.GetCollection<ReestrUnitMemb
er>("r_members"); // ReestrUnitMember - class name,
r_members - collection name

R_Members.EnsureIndex("Inner_ID", "$.Inner_
ID"); // Create an index. The Ist is the name of the in-
dex, the 2nd is the name of the parameter in the class, $.
is required

R_Members.EnsureIndex("Orig_Inner ID", "$.Orig_
Inner ID");

R_Members.Insert(Member); // Add a new instance
of the class (article) to the database.

Automation of the process. Consider automating this
process, especially if you have a large number of XML
files or if you plan to update data on a regular basis.

Verification and optimization. You need to make sure
that the data is loaded correctly into the database and per-
form optimization, if necessary, such as using indexes to
improve query performance [8].

The general conclusion is that the formation of a da-
tabase from an XML file includes several key stages, from
creating schema and tables to loading data and its further
processing in the database, using appropriate tools and li-
braries.

3. Database protection

In today's digitalized society, an important criterion is
the use of modern methods and means of protecting in-
formation, as any digitized data can be compromised or
stolen [7]. One of the most reliable methods of protection
is the use of quantum key distribution protocols, one of
which is Twin field (Table 1). The use of the Twin Field
protocol to protect Lite DB involves the use of technology
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based on the properties of a dual field of quantum states
to create a secure key exchange channel. This allows you
to achieve a high level of protection in the exchange of
keys between the sender and the recipient in a quantum
environment.

Table 1.
Principles of the TFmod quantum key distribution protocol
Information
. Measurement
- Uncertainty . transfer
Criteria .. independence .
principle . . fidelity
principle .
principle
. Takes . Guarantees
1. Using Applies
advantage . flawless
quantum independent
. of quantum photon
properties . measurements .
uncertainty transmission
Uses Ensures Applies
2. Secu- .. . .
. quantum unconditional | interception
rity of key . . .
properties to | security of key detection
transfer .
protect keys transfer mechanisms
Provides
3. Inter- Detects any Detects any .
. . detection of
ception attempted unauthorized
. . . . any changes
detection interception interference . .
or distortions
Uses
4. Mea- The Ensures .
. independent
surement | measurement | independence
. . . channels
indepen- | is carried out between
. for photon
dence independently | measurements ..
transmission
5. Ensur- . . .
. Uses error Provides high | Applies error
ing trans- . .. .
_ correction transmission correction
mission .
mechanisms accuracy methods
accuracy
6. Effi- Uses Provides high Highly
ciency and optimized transmission productive
speed algorithms speed and efficient
Implemented | Scalable for Applies to
7. Scala- .
bilit for large extended different
Y networks networks network scales

The essence of Twin Field is to use two parameters
(polarization and time) to encode and transmit quantum
bits (qubits). This provides a double level of information
that can be used to create a cryptographically secure key.
One of the important advantages of the protocol is its abil-
ity to detect key interception attempts. According to the
principles of quantum mechanics, any attempt to measure
a quantum state leads to its change, which is automati-
cally detected by the system, ensuring the security of key
exchange. In this context, the use of Twin Field to protect
LiteDB includes the creation of cryptographically secure
keys that are used to encrypt and decrypt the database.
This approach helps to ensure a high level of protection
and prevents attacks on encryption keys in a quantum en-
vironment.

To ensure the process of applying the Twin Field pro-
tocol to protect LiteDB, the following steps should be fol-
lowed [9]:

1. Quantum key exchange: A quantum key exchange
process is performed between the sender and the receiver
using Twin Field. During this exchange, the double field
must be considered to provide an additional layer of infor-
mation and security.

2. Interception detection: Using a property of quan-
tum mechanics, such as the non-determinism of mea-
surements, to detect any attempts to intercept keys. This
can be realized by using quantum properties that change
with any observation.

3. Encrypting and decrypting data in LiteDB: using
the obtained quantum keys to encode and decode data.
This will ensure the confidentiality and integrity of infor-
mation in the database.

4. Ongoing monitoring and support of the system:
monitoring the state of the system and detecting any
anomalies or attack attempts in time. Ensure that keys are
regularly updated and the system is improved to reflect the
latest advances in quantum security.

When considering the integration of a quantum key
distribution device on the same server as the LiteDB
database, the key aspect is to ensure the comprehensive
protection and efficiency of this infrastructure. For this
purpose, it is important to address physical, technical,
and network aspects. In terms of physical protection, you
should place the device in a secure room using restricted
access mechanisms.

Efficient use of server resources should include opti-
mizing the configuration for quantum signal processing.
It is also important to consider network aspects, using
modern encryption tools and firewalls to protect against
external attacks. Maintaining the continuous operation of
the system includes the implementation of a monitoring
and maintenance system to detect possible malfunctions
and anomalies. The use of logging and auditing methods
allows you to maintain event logs and identify potential
security threats.

The level of modern security bypass systems should
also be taken into account. level of modern security by-
pass systems should also be taken into account. Therefore,
the standard Twin Field protocol should be enhanced with
additional methods to ensure resilience. One of the best
ways is to improve the security system using quantum
identification and quantum state multiplexing methods,
which includes several promising aspects. First of all,
there is a high resistance to cyber threats due to the ap-
plication of quantum identification principles to generate
cryptographic keys. This is important because this ap-
proach makes it difficult to crack encryption algorithms
based on classical computing. The second aspect is the
use of quantum state multiplexing, which allows more in-
formation to be transmitted simultaneously over commu-
nication channels. This can lead to improved performance
and efficient processing of large amounts of data. The
third aspect involves the use of quantum states to transmit
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keys, reducing the likelihood of interception. Observing a
quantum state leads to a change in the state itself, which
makes detecting attacks and hacking even more difficult.
In addition, the use of quantum methods can increase
the level of confidentiality and data security, as they are
based on the physical principles of quantum mechanics.
This approach makes the keys unique and unpredictable,
which makes the system more relevant to modern cyber-
security challenges.

Conclusion

In this article, we have considered important aspects of
forming digitized data in the Lite DB database, using the
HTMLAgilityPack library to efficiently process HTML in
the .NET environment and ensure the reliability of this
system through the use of quantum cryptography.

Digitization of data is becoming an integral part of
modern society, and using Lite DB provides us with a sim-
ple and effective solution for storing this data. Its embed-
dability, JSON/BSON data format, ease of use, and scal-
ability make it an excellent choice for projects of all sizes.

The HTMLAgilityPack library allows you to efficiently
process HTML pages in the .NET environment, making
it an ideal tool for extracting structured information from
web resources.

Special attention is paid to the use of quantum cryp-
tography to ensure system security. Its high resistance to
various cyber threats, even under conditions of uncertain-
ty, makes it an advanced tool for protecting confidential
information. An important aspect is the use of the Twin
field protocol, which, due to its resistance to attacks un-
der conditions of uncertainty, forms a reliable foundation
for data security.
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