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FROM DICTIONARY TO DATABASE: TRANSFORMATION AND PROTECTION

The article outlines the importance of data digitization in modern society and in the context of countering the ag-
gressor. [t also shows the problems associated with paper-based media that lose their relevance and become unsuitable
for work over time. The study proposes to use LiteDB as a lightweight NoSQL database for digitizing information due
to its ease of use, embeddability, JISON/BSON data format, security assessment, and easy scalability. Particular emphasis
is placed on the use of the HTMLAgilityPack library for working with HTML in the .NET environment. It is noted
that it helps to parse HTML pages, extract structured data, and convert HTML to a structured format. An important
priority of these tools is the ability to use built-in or connected information security systems, the best option of which
is quantum cryptography and quantum key distribution. The advantage of such protection is its resistance to most
modern attacks, even under conditions of uncertainty.
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A. JTopoxmucbka, C. JlopoxuHcbkuii. Bin cioBHMKa 10 0a3u maHux: TpaHcdopmaris Ta 3aXucT. Y CTaTTi OKpecie-
HO BaXJIMBiCTh oLIMGbPYBAHHS TAHUX Y Cy4aCHOMY CYCIiJIbCTBI Ta B KOHTEKCTi MPOTHUAIi arpecopy. TakoxX moka3aHo
1po6JieMHu, MOB'S3aHi 3 ANIEPOBUMMU HOCISIMU, sIKi 3 YaCOM BTPAyalOTh CBOI aKTyaJbHICTh i CTAlOTh HETIPUAATHUMU
JUTST pOOOTH. Y MOCIIIKeHHI TPOTIOHYETLCST BUKOpUCTOBYBaTH litedb stk nerky nosql-6a3y maHux it ot pyBaHHS
iHdopMariii 3aBOSKU MTPOCTOTI BUKOPUCTAHHSI, MOXJIMBOCTI BOyIOBYBaHHS, hopMaTy naHux json/bson, ormiHIii 6e3-
TeKM Ta JIeTKiil MacitaboBaHocTi. OcoOMMBUiT aKIIEHT 3p00JIeHO Ha BUKOpUCTaHHI 6ibmioteku htmlagilitypack mist
pobotu 3 html B cepenoBuiili .net. 3a3HavyaeThbcs, 110 BOHA J0TMIOMAarae aHamizyBatu html-cTOpiHKM, BUTITYBaTU
CTPYKTYPOBaHi 1aHi Ta KoHBepTyBaTu html y cTpykTypoBaHuii opmat. BaxkjimBUM NpiopUTeTOM LKUX iHCTPYMEHTIB
€ MOXJIMBICTb BUKOPUCTAHHS BOYIOBaHUX a00 MiIKJIIOUEHUX CUCTEM 3aXMCTY iHbopMalii, HalilKpalluM BapiaHTOM
SIKUX € KBAaHTOBA KpUMNTOrpacdis Ta KBAHTOBUI PO3MOMIiN KITIOUiB. [1epeBaroio TakoTo 3aXUCTy € HOTO CTIKIiCTh IO
OIJBIIOCTI CydyacHUX aTakK, HaBiTh B yMOBaX HEBU3HAYEHOCTI.
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Introduction

An important solution for society in the current con-
ditions of existence and counteraction to the aggressor is
the digitization of data in paper format. The problem is
that paper media lose their relevance, are little used, and
become unsuitable for work and processing over time.
Their digital counterparts are more time-resistant and
more accessible to the user. One of the most important
stages of the digitization process is the formation of a da-
tabase, its architecture and content. It should be remem-
bered that paper-based media are usually unstructured or
semi-structured. Therefore, databases that are easy to use
and fill are suitable for such tasks. That's why we chose
LiteDB, a lightweight NoSQL database designed for use
in .NET applications, including C# and .NET Core. It
can be an attractive option for some digitized data tasks
for the following reasons:

— Ease of use: LiteDB has a simple API and inte-
grates easily with .NET projects. Its syntax and data struc-
ture are well suited to working with C#.

— Embeddability: LiteDB can be easily embedded
into an application because it does not require a separate

database server to be installed. You just need to add the
library to the project and start using it.

— JSON/BSON data format: LiteDB uses the BSON
(Binary JSON) data format, which makes it efficient for
working with JSON objects. This is especially useful if you
need to work with unstructured or semi-structured data.

— Security assessment: LiteDB has support for da-
tabase encryption, which can be an important aspect for
security, as it is possible to protect data with custom en-
cryption keys, as well as apply the latest security methods,
such as quantum cryptography and quantum key distribu-
tion.

— Easy scalability: In cases where the project requires
a small database or does not require complex operations,
LiteDB can be the best option due to its lightness and ef-
ficiency.

The use of this database makes it possible to use a
large number of libraries to simplify the process of data
digitization. One of them is HTMULAgilityPack, a li-
brary for working with HTML in the .NET environment.
Its main purpose is to parse and process HTML docu-
ments. In the context of digitized data and databases,
HTMLAgilityPack can be useful for extracting data before

3
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saving it to a database. The main aspects of the benefits of
using this library:

— Parsing HTML pages: HTMLAgilityPack provides
a convenient way to access various elements of an HTML
page, extracting text, attributes, and other data.

— Extraction of structured data: If you are searching for
specific data on a website, you can use HTMLAgilityPack
to sample and extract that data from the HTML code.

— Converting HTML to a structured format: If you
receive an HTML document and need to convert it to a
structured format for further processing or storage in a da-
tabase, HTMLAgilityPack can be used to parse and create
objects or data for further use.

HTMLAgilityPack helps to simplify the work with
HTML and use the resulting data for further processing
or storage in a database, which can be useful for obtaining
information for further use in digitized data.

1. Basic technological stages

Conversion of electronic text of dictionaries into XML
format

Converting electronic text of dictionaries into XML
can be done by programming. However, this process is
preceded by the extraction of all structural elements and
the construction of the structure of a dictionary entry or
text unit. Here is a general scheme of working with XML

1. Reading the text. Read the electronic text of the
dictionary according to the structure of its lexicogaphy
system.

2. Parsing the text. Parsing the text into various struc-
tural elements of the dictionary, such as words, defini-
tions, examples of usage, etc. To do this, you can use reg-
ular expressions or text processing libraries such as NLTK
(Natural Language Toolkit) in Python.

3. Create an XML structure. For each selected ele-
ment, create a corresponding XML element, for example,
<word>, <definition>, <example>, etc. Add these ele-
ments to the XML tree. Develop a general schema.

4. Save in XML format. Save the resulting XML struc-
ture in an XML file.

5. Additional options. Add the ability to process dif-
ferent dictionary formats (for example, JSON, CSV). Add
validation of the entered data to make sure that it corre-
sponds to the expected format.

This work can be implemented using programming
languages such as Python, Java, or any other language
that supports text and XML processing.

Converting electronic text from dictionaries to XML
can be useful for several reasons:

1. Structured data: XML allows you to structure infor-
mation in the form of a tree, which makes it easier to work
with data and use it later.

2. Interoperability with other systems: XML is a com-
mon format and is used to exchange data between differ-
ent programs and systems.
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3. Ease of processing and analysis: The XML structure
makes it easy to process and analyze data using a variety
of programs, including programming languages and other
tools.

4. Support for different formats: XML can be used to
represent different kinds of information, including texts,
numbers, dates, and more, which can be useful for dic-
tionary data.

5. Extensibility: XML makes it easy to add new ele-
ments and extend the data structure without significant
changes to the existing code.

Consequently, converting dictionary data to XML can
make it easier to process, share, and use in different ap-
plications and systems.

For example, let's show two dictionary entries in the
structure of a lexicographic system and in XML format.
(Dictionary of Ukrainian Biological Terminology)

Example 1
anBeHTU#BHMIA (poc. aIBEHTUH# BHBIN, anea. adventive) 1. Axuii
PO3BUBAETHCA HE 3 eMOPIOHATBHUX TKAHUH TOYKHU POCTY,
ai3 cTapilliMX YaCTUH POCIMHY; aJIBEHTHABHA OPY#HbKA 01/6.
Opy#HbKa: OpY#HbKA a[IBEHTH#BHA; aJIBEHTU#BHA eMOPiOHi#s
odue. eMOpioHi#s: eMOpioHi#A aABeHTU#BHA; aJBEeHTH#BHA
nojiemOpioHi#s dus. moaiemOpioni#s: moxiemoOpioHi#s
Hyneag#pHa [aaBeHTu#BHA]; aaBeHTH#BHMIA 3a#POa0OK
Oug. 3a#poNOK: 3a#pO/IOK aJABEHTHH#BHMIl, aJBEHTH#BHUI
o#praH dus. o#pra: o#praH axBeHTU#BHUIA; aIBEeHTHHBHUIA
na#rin due. ma#rin: ma#rin aaBeHTH#BHUI 2. 3aHeceHa
JIIOIVHOIO POC/IMHA B TY MICIIeBiCTh, e BOHA paHillie He
pocna; anBeHTH#BHA pociu#Ha Jug. pocau#na: pociuina
A/IBEHTW#BHA AIBEHTU#BHA BUJI O1/6. BUJI: BUJI A/IBEHTH#BHMIA.

According to the structure of the dictionary article, we
will highlight all the structural elements

Th [repminosoriunuii 6;10K]|: agBeHnTu#BHUI (poc.
aJIBEHTU#BHBIN, anen. adventive)

TK_V [TepMiHONOTiYHUI KOMIIJIEKC YKPAiHCbKUM]:
aJIBeHTUHBHUI

3T [ 3arojoBHUIA TepMiH|: aBeHTHHBHUIT

TK_P [TepMmiHONOTiYHUIT KOMIUIEKC POCINCHKUN |: poc.
AIBEHTU#BHBII

MM|[ mapkep MoBH]: poc.

T _P [TepmiH pocilicbkuii]:. anBeHTU# BHBII

TK_A [TepMiHOJOTIYHMUI KOMILJIEKC aHTTiIUCbKUI|: anen.
adventive

MM [mapkep MOBHU|: aHen.

T_A [Tepmin aHrmiticbkuii|: adventive

CMBb [cemanTuunuit 6;0k]: 1. SIkuit po3BUBAETHCS HE
3 eMOpioHAJIbHUX TKAaHWUH TOYKM POCTY, a i3 CTapillux
YACTUH POC/MHM; aABEHTH#BHA Opy#HbKA Ous. Opy#HbKA:
Opy#HbKa aJBEeHTHU#BHA; aJiBEeHTHU#BHA eMOpioHi#a dus.
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eMOpioHi#g: eMOpioHi#s anBeHTH#BHA;, aJABeHTH#BHA
noJyieM0pioHi#a dus. moxieMOpioHi#a: moxiemOpioHi#s
Hyneas#pHa [anBeHTH#BHA]; agBeHTH#BHUI 3a#pOAoOK
dus. 3a#poJOK: 3a#PONOK aJABEHTHH#BHMIA, aJBEHTHHBHUI
o#praH dus. o#praH: o#praH aIBeHTHU#BHUI1, aIBeHTHH#BHUIA
na#rin due. ma#rin: na#rin aaBeHTH#BHUA 2. 3aHeceHa
JIIONVHOIO POCJIMHA B TY MiCUEBICTb, 6 BOHA PaHillle HE
pocja; aaBeHTH#BHA pocJu#HA Jus. pocau#HA: Pocau#HA
AJBEHTH#BHA; a/IBEHTH#BHA BUJI OU/6. BU/I: B AIBEHTHABHMIA.

BT, [010K TaymaueHs]: 1. SIkuii po3BUBAETbCA HE 3 €MO-
piOHAJILHUX TKAHWH TOYKM POCTY, @ i3 CTapillluX 4acTUH
POCIUHU;

HT |HoMep TnymaueHHs|: 1

TJI, [TiymaueHH4]: Axnii po3BUBAETbCS HE 3 EMOPiOHAIb-
HUX TKAHWH TOYKH POCTY, a i3 CTapilInX 4aCTUH POCINHMU;

BT, [610K TaymaueHs]: 2. 3aHeceHa JIOAUMHOK POCINHA
B Ty MICLIEBICTb, Jie¢ BOHA paHillle He pocJa;

HT [Homep TnymaueHHst|: 2

TJI, [TnymauyeHHs]: 3aHeceHa JIIOAMHOIO POCIHMHA B Ty
MiCLIeBICTb, JI€¢ BOHA paHillle He POCJa;

BIT, [6sioK mocusiaHb]: anBeHTU#BHA Opy#HbKA 0us.
Opy#HbKa: OPY#HbKA aJiBEHTH#BHA; JIBEHTU#BHA eMOPioHi#s
Oue. eMOpioHi#s: eMOpioHi#a anBeHTU#BHA, aJBEeHTHABHA
nojiemOpioHi#s dus. mogieMoOpioni#s: moxiemoOpioni#s
HyneJas#pHa [aaBeHTU#BHA]; anBeHTH#BHUIA 3a#POIOK Ju6.
3a#poloK: 3a#PONOK aIBEHTU#BHUI; aIBEHTU#BHUI O#pran
dus. o#praH: o#praH aABeHTU#BHUI; aBEeHTHH#BHUIA Na#TiH
Oue. Ma#Tin: ma#riH anBeHTH#BHUIA

MBI, [migbnok nocunaHb|: agBeHTH#BHA Opy#HBKA O0UG.
Opy#HbKa: Opy#HbKA aJBEeHTH#BHA;

[1BIT, [min6nok nocuyiaHb]: agBeHTU#BHA eMOpioHI#s due.
emOpioHi#s: emOpioni#s anBeHTH#BHA;

IBI1; [nin6a0K mocuiaHb|: axBeHTU#BHA MOTieMOpioHi#5
due. moxieMOpioni#s: moaiemoOpioni#a Hynensa#pua
[anBenTH#BHA];

[1BI1, [minOn0K nocunaaHb|: aiBeHTH#BHUIA 3a#POIOK JuE.
3a#polioK: 3a#POJIOK aIBEHTUHBHUIA;

MBIl [minbnok mocuiaHb|: aiBeHTH#BHUIA O#pPraH ous.
o#pran: o#pran aJBeHTU#BHMIA,

MBIl [min6aok nocunaHs|: agBeHTU#BHUIA Na#rin Jue.
na#rin: ma#rin aaBeHTH#BHUIA

BbII, [6710K nmocunaHb]: aaBeHTU#BHA pocau#HA Ous.
pocim#Ha: poc/in#HA aABeHTH#BHA, aIBEHTH#BHA BHUI OUS.
BUJI: BUJI aJIBEHTH#BHMIA.

ITBIT, [minGioK mocuiaHb|: aaBeHTUHBHA pocau#Ha Jug.
pociu#Ha: pocan#Ha aJiBEeHTU#BHA;

[1BI1, [nin6y0K nocuiaHb): aiBeHTU#BHA BUI Ou6. BUA:
B/, aIBEHTU#BHUI.

Each sub-block consists of an addresseel, a link mark-
er and an addressee2.

[BI1, |nindaok nocunaHs|: aiBeHTHH#BHA BUA OU6. BU:
BMJ aJIBEHTH#BHMIA.

CAHT [anpecaHT]|: aaBeHTU#BHA BUI

MII[Mapkep nocunaHb|: dus.

CAT [ampecart]|: BUI: BUA aIBeHTHU# BHUIA.
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Figure 1: Outline of a dictionary article
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Example 2
nepetsa#kKa (poc. epeTsa#kka, anen. constriction) 1. He-
cmipajizoBaHa IiIsIHKa CipaJbHOI XPOMOCOMMU, BEJIMYMHA
i Jjokamizaitist sKoi BapitoeThest; 2. (aHen. strangulation)
JlyXe TOHKE, 3ByKeHE MiClle; mepeTsa#KKa BTOPU#HHA (poc.
nepetsg#xkKa BTopu#yHas, anen. secondary chromosome
strangulation) 1. 3ByxXeHa yacThHa, siKa MOXe JIOKaJli3y-
BaTUCh Y PI3HUX MICLISIX XPOMOCOMM.
According to the structure of the dictionary article, we will
highlight all the structural elements
Th, [TepMiHONOTiYHUH O50K]: mepera#xkka (poc.
nepers#xka, anen. constriction
TK_V [TepMiHOMOTiYHUIT KOMIJIEKC YKPATHCHKUI]:
nepeTrs#xkKa
3T [ 3arojI0BHUI TEPMiH|: mepeTs#HKKa
TK_P [TepMmiHONOTiYHUIT KOMIUJIEKC POCIACHKUIA |: poc.
nepera#xka
MM|[ Mmapkep MOBH]|: poc.
T_P [repmiH pocilicbkuii]: mepeTsi#kka
TK_A [TepMiHOJOTYHUI KOMITJIEKC aHTTIUChKU]: arnen.
constriction
MM [Mapkep MOBHU]: aren.
T_A [TepMiH aHTifcbKUI]: constriction

Tb, [TepmiHosioriunuit 610K]: 2. (auen. strangulation)
TK_V [TepMiHONOTIYHUI KOMIIJIEKC YKPAiHCbKUM]:
nepeTrs#xKka

3T [ 3aros0BHUI TepMiH]|: mepeTa#Kka

TK P [TepmiHOJOTiYHMIT KOMILJIEKC POCIMChKUI |: poc.
nepeTsa#xKka

MM] mapkep moBu]: poc.

T_P [TepMmiH pocilicbkuii]: mepeTss#xKa

TK_A [TepMiHOJOTIYHUI KOMITJIEKC aHTTIICBKU]: arnen.
strangulation

MM [mapkep MOBU|: aHen.

T_A [tepMiH aHriificbkuii]: strangulation

CMB, [cemanTnunuii 610K]: 1. HecnipanizoBaHa niraHka
cripajbHOT XpOMOCOMH, BeJIMYMHA i JIOKadi3alis siKoi
BapiloETHCS;
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BT [6siok Taymauens|: 1. HecnipanizoBaHa ainsiHka
CripajbHOT XpOMOCOMM, BEJIMYMHA i JIOKai3allisl sIKoi
BapilOETHC,

HT [Homep TinymauyeHHs]: 1

TJI [TnymauenHsi|: HecnipanizoBaHa AiJisiHKa cripajibHOT
XpPOMOCOMMU, BEJIMUMHA i JJOKaji3alisl sIKO1 BapilOEThCS;
CMBDb, [cemanTuyHuMii 6,10K]: [lyKe TOHKE, 3ByXKEHE MICLIE;
nepeTs#:KKa BTOPU#HHA (poc. mepeTsi#kka BTopu#yHasi,
anen. secondary chromosome strangulation) 1. 3ByxkeHa
yacTMHAa, sika MOXE JIOKani3yBaTUCh Yy PI3HUX MiCLSIX
XPOMOCOMM.

BT [6s0K TiyMayeHs|: IyKe TOHKE, 3BY>KEHE Miclle

HT |HoMmep TaymaueHHs|: 2

TJI [TnymauenHs]: Jlyxe ToHKe, 3ByXKeHe Miclie

IIBTC [min6yioK cA0BOCHOJYYEHDb|: mepeTsa#KKa
BTOpPHU#HHA (poc. mepeTs#xKa BTopu#uHas, anes. secondary
chromosome strangulation) 1. 3By>keHa yacTuHa, sTKa MOXe
JIOKAJi3yBaTUCh Y PI3HUX MiCUSIX XPOMOCOMU.

BTC |6J10K ci10BOCTIONYyYEHB | IepeTsi#kKka BTopu#HHA (poc.
nepeTsi#xkka BTopu#uHasi, anen. secondary chromosome
strangulation) 1. 3By>XXeHa yacTMHA, sIKa MOXe JOKai3y-
BATUCh y PI3HUX MICLISIX XPOMOCOMM.

TBCJI [TepmiHoNOTiUHU OGJIOK CITOBOCIONYYEHB]:
nepeTs#:xKKa BTOPU#HHA (poc. EPETAHKKA BTOpUHYHAS,
anen. secondary chromosome strangulation)

TKC_V [TepMmiHOMOTIYHUIT KOMILJIEKC CJIOBOCIIOJyUeHHSI
VKD.|: mepeTa#:KKa BTOpU#HHA

TC_VY [repMiHOJIOTiYHE CAOBOCHOJIYYEHHS YKP.]|:
nepeTs#KKa BTOpU#HHA

TKC_P [TepMiHOJOTIYHUI KOMIUIEKC CJIOBOCTIONYYEHHS
poc.|: poc. nepetsi#ikka BTopu#uHasi

MM|[ Mapkep MOBHU|: poc.

TC_P [TepMmiHOMOriuHe CJIOBOCMOJYYEHHS poC.]|:
nepeTs#xka BTopu#uHas

TKC_A [TepMiHOJOTIYHN KOMIUIEKC CJIOBOCIIONYUCHHS
aHTIL]: axen. secondary chromosome strangulation

MM| mapkep MoBU|: awen.

TC_A [TepMiHOJOTiYHE CIOBOCMOJYYEeHHS aHTIJI.]:
secondary chromosome strangulation

BTCIJI [cemaHTUuHMIA OJIOK CI0BOCTIONYYEHb]: 1. 3ByXe-
Ha YaCTHUHA, KA MOXE JIOKaJi3yBaTUCh y Pi3HUX MiCLSX
XPOMOCOMM.

HTCJ1 |HoMep TiyMadeHHSs CJIOBOCIOIyYeHHs|: 1

TJIC [TnymadyeHHs CIOBOCIIOIYYEHHS |: 3By>KeHa YacTHHa,
sIKa MOXKe JIOKaJli3yBaTUCh Y Pi3HUX MICLISIX XDOMOCOMH.
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Figure 2.1: The scheme of articles is divided
into two blocks, first
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Figure 2.2: The scheme of articles is divided
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Example 1 to XML
<CC>
<texkct_CC><![CDATA[<B>aaBeHtu#puuii</B>
(<I>poc.</I> anBentu#BHelii, <I>anrm.</1>adventive) 1.
Axuit po3BUBAETHCST HE 3 EMOPIOHATBHUX TKAHUH TOYKHU
poOCTY, a i3 CTapillMX YaCTUH pocauHu; <B>anBeHTu#BHA
opy#upka</B> <I>muB.</I> <B>0Opy#HbKa: Opy#HbKa
anBeHTu#BHa</B>; <B>amBeHTu#BHa eMOpioHi#a</
B> <I>puB.</I> <B>emOpioHi#sa: eMOpioHi#s
anBeHTH#BHA</B>; <B>aaBeHTu#BHA noJlieMOpioHi#s1</
B> <I>puB.</I> <B>mnojieMOpioHi#s: mojieMOpioHi#s
Hyuensi#pua [ansenTu#BHal</B>; <B>anBeHtu#BHa
3a#ponok</B> <I>nmuB.</I> <B>3a#ponok: 3a#pomnok
anBeHTu#BHUI</B>; <B>anBeHtu#pHuit o#pran</B>
<I>puB.</1> <B>o#pran: o#praH aaBeHTU#BHUI</
B>; <B>aaBentu#BHuii na#rin</B> <I>mpuB.</I>
<B>ma#rin: ma#rin anBeHTHu#BHUII</B> 2. 3aHeceHa
JIIOAMHOIO POCIMHA B TY MiCUEBICTb, JI¢ BOHA paHillie He
pocna; <B>anBentu#BHa pocau#na</B> <I>auB.</
I> <B>pocnu#Hua: pocnu#ua agBeHTU#BHA</B>;
<B>amBentu#BHa Bua</B> <I>muB.</I> <B>Bun: BuI
agBeHTU#BHMII</B>.||></TekcTt CC>
<3T>aaBeHTu#BHUN</3T>
<Tb nomep="1">
<TK_ VY nomep="1">
<T_VY>ansentu#puuit</T_YV>
<MM>ykp.</ MM>
</TK_¥Y>
<TK_P Homep="1">
<T_P>anBentu#Bubiii</T_ P>
<MM>poc.</MM>
</TK_P>
<TK_A Homep="1">
<T_A>adventive</T_A>
<MM>aurn.</MM>
</TK_A>
</Tb>
<CMDb nomep="1">
<BbT Homep="1">
<HT>1</HT>
<TJI>fxuii po3BUBAETLCS HE 3 EMOPIOHATBHUX TKA-
HWH TOYKHU POCTY, a i3 cTapimmx yactu pocauHu</TJI>
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</BT>
<BT Homep="2">
<HT>2</HT>
<TJI>3aHeceHa JIOAMHOIO POCAMHA B TY MiCLIEBICTb,
Jie BoHa panimie He pocnaa</TJ[>
</BT>
<BI1 Homep="1">
<CAHT>anBentn#BHa opy#npka</CAHT>
<CAT>0py#Hbka: Opy#Hbka anBeHTu#BHa</CAT>
<MII>auB.</MI1>
</BIT>
<BIT Homep="2">
<CAHT>anBenTu#BHa emopioHi#s1</CAHT>
<CAT>emOpioHi#s1: emOpioHi#ts aneHTH#BHA</CAT>
<MIT>auB.</MIT>
</BI1>
<BIT Homep="3">
<CAHT>anBenTu#sHa noniemopioni#a</CAHT>
<CAT>nosniemM0pioHi#si: nojiemMOpioHi#s Hyueasi#pHa
[anBenTu#BHA]</CAT>
<MIT>auB.</MIT>
</BI1>
<BIT Homep="4">
<CAHT>agBentu#BHa 3a#ponok</CAHT>
<CAT>3a#ponok: 3a#ponok ajBeHTu#BHuii</CAT>
<MIT>muB.</MIT>
</BIT>
<BIl Homep="5">
<CAHT>anBentu#suuii o#pran</CAHT>
<CAT>o#pran: o#fpran anBeHtu#Huii</CAT>
<MI1>pauB.</MI1>
</BIT>
<BIT HOMEP="6">
<CAHT>anBenTu#BHuii na#rin</CAHT>
<CAT>nat#rin: na#rin ansentu#puuin</CAT>
<MIT>muB.</MIT>
</BI1>
<BIT Homep="7">
<CAHT>anBenTu#sHa pocaut#tna</CAHT>
<CAT>pocau#tna: pociu#Ha anseHtu#sua</CAT>
<MIT>muB.</MIIT>
</BIT>
<BI1 Homep="8">
<CAHT>anBentn#BHa sua</CAHT>
<CAT>Bun: Bua anseHTu#BHUn</CAT>
<MII>auB.</MI1>
</BIT>
</CMb>
</CC>

Example 2 to XML
<CC>

<trekcT_CC><![CDATA[<B>nepera#xka</B>
(<I>poc.</1> nepetsi#tkka, <I>anri.</I> constriction)

1. HecnipaJjiizoBaHa JiJissHKa cnipajbHOi XpOMOCO-
MM, BeJIMUYMHaA i JoKaJi3alist sIKoi BapiloeThcs; 2.
(<I>anrn.</I> strangulation) my:ke TOHKe, 3BYXeHE
micue; <B>nepersi#kka Bropu#uHa</B> (<I>poc.</
I> mepers#xka Bropu#unas, <I>anrn.</I> secondary
chromosome strangulation) 3By:KeHa YacTHHA, SIKa MOXe
JIOKAJIi3yBaTUCh Y PI3HUX MiclisiX XpoMocoMmu.||></
Ttekct _CC>
<3T>nepersttxka</3T>
<Tb Homep="1">
<TK_Y Homep="1">
<T_V>nepera#xka</T_V>
<MM>ykp.</ MM>
</TK_Y>
<TK_ P Homep="1">
<T_P>nepers#xka</T_P>
<MM>poc.</MM>
</TK_P>
<TK_A Homep="1">
<T_A>constriction</T_A>
<MM>aurn.</MM>
</TK_A>
</Tb>
<Tb Homep="2">
<TK_VY Homep="1">
<T_VY>nepersittxkka</T_¥Y>
<MM>ykp.</ MM>
</TK_VY>
<TK_P nomep="1">
<T_P>nepers#xka</T_ P>
<MM>poc.</MM>
</TK_P>
<TK_A Homep="1">
<T_A>strangulation</T_A>
<MM>aurn.</MM>
</TK_A>
</Tb>
<CMBb Homep="1">
<BT Homep="1">
<HT>1</HT>
<TJI>nyxe ToHKe, 3ByXeHe micue;</TJI>
</BT>
<BTC Homep="1">
<TBCJI Homep="1">
<TKC_V Homep="1">
<TC_¥Y>nepersittxka sropu#tnia</TC_Y>
<MM>ykp.</MM>
</TKC_¥Y>
<TKC_P Homep="1">
<TC_P>nepers#xka Bropu#tunas</TC_P>
<MM>poc.</MM>
</TKC_P>
<TKC_A nomep="1">
<TC_A>secondary chromosome strangulation</
TC_A>
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<MM>aunn1.</MM>

</TKC_A>
</TBCJI>
<BTCJI Homep="1">
<HTCJI>1</HTCJI>

<TJIC>3ByXeHa yacTHHa, sika MOXe JIOKasli3yBaTHCh
y pi3Hux Micisix xpomocomu</TJIC>
</BTCII>
</BTC>
</CMb>
<CMDb nomep="2">
<BT nomep="1">
<HT>1</HT>
<TJI>HecnipanizoBaHa IiJsiHKa CIipaJibHOi XpOMO-
coMu, BeJIMYMHA i JIoKaJi3zailis sKoi BapitoeTbcsa</TJI>
</BT>
</CMb>
</CC>
<CC>

2. Stages of database formation

Creating a database (DB) from an XML file can be
done in several steps:

Creating a database schema. Define the data struc-
ture that needs to be stored in the database. The structure
of the XML file is taken into account and the tables and
fields for displaying this data are determined.

Creating tables in the database. Using SQL or another
query language, tables are created in the database that
correspond to the data structure from the XML file.

Loading data from XML. Tools or programming lan-
guages that support working with XML are used (for ex-
ample, Python with the ElementTree library or .NET-
based programming languages using XmlDocument). The
XML file is parsed and the data is inserted into the data-
base schema.

Using the HTMLAgilityPack, the entire input text is
divided into articles and structural elements are extracted
from them (stems).

Examples (Dictionary Lexicon of Polish and Ukrainian
Active Phraseology):

HtmlDocument HtmlDoc = new HtmlDocument();

1. Load the text from the file HtmlIDoc.
LoadHtml(input);

Selecting articles HtmlNodeCollection Nodes =
HtmlDoc.DocumentNode.SelectNodes("//article");

After each selection of structural elements, perform
this check

if (Nodes != null)

{

foreach (HtmINode S Node in Nodes)// Each article

HtmINode tmp_node = S_Node.
SelectSingleNode(".//p[@class = 'j'"); // selecting one
element from the article by type <p class="t">. The dot
here means that we are "looking" at only one article
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String text = tmp_node.InnerHtml; // Get the text
that is in (between) the tags

Int ID_Ukr = tmp_node.Attributes|"href"]. Value; //
We got the value of the attribute of type <... href="***"
s>

2. Transferring the received data to an instance of the
class. With a check whether there is already a "reverse"
article (1 copy for both pol-UKR and ukr-pol. We look
to see if there is, for example, the same case among the
processed ones and, if so, just add the ID and letter in the
language) ATTENTION the class should have a separate
one (for the database), like this:

[Bsonld]

public int ID { get; set; }

3. Loading data into the database. Examples:

private LiteDatabase DB { get; set; }

private  LiteCollection<ReestrUnitMember> R_
Members { get; set; }

private string DB_Path { get; set; }

DB_Path = path; // Name and (optionally) path of
the database file

DB = new LiteDatabase(path);

R_Members = DB.GetCollection<ReestrUnitMemb
er>("r_members"); // ReestrUnitMember - class name,
r_members - collection name

R_Members.Ensurelndex("Inner_ID", "$.Inner_
ID"); // Create an index. The Ist is the name of the in-
dex, the 2nd is the name of the parameter in the class, $.
is required

R_Members.Ensurelndex("Orig_Inner_ID", "$.Orig_
Inner_ID");

R_Members.Insert(Member); // Add a new instance
of the class (article) to the database.

Automation of the process. Consider automating this
process, especially if you have a large number of XML
files or if you plan to update data on a regular basis.

Verification and optimization. You need to make sure
that the data is loaded correctly into the database and per-
form optimization, if necessary, such as using indexes to
improve query performance.

The general conclusion is that the formation of a da-
tabase from an XML file includes several key stages, from
creating schema and tables to loading data and its further
processing in the database, using appropriate tools and li-
braries.

3. Database protection

In today's digitalized society, an important criterion is
the use of modern methods and means of protecting in-
formation, as any digitized data can be compromised or
stolen. One of the most reliable methods of protection
is the use of quantum key distribution protocols, one of
which is Twin field (Table 1). The use of the Twin Field
protocol to protect LiteDB involves the use of technology
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based on the properties of a dual field of quantum states
to create a secure key exchange channel. This allows you
to achieve a high level of protection in the exchange of
keys between the sender and the recipient in a quantum
environment.

Table 1.
Principles of the TFmod quantum key distribution protocol
Information
. Measurement
. Uncertainty . transfer
Criteria .. independence .
principle .. fidelity
principle .
principle
. Using Takes Applies Guarantees
advantage . flawless
quantum independent
. of quantum photon
properties . measurements .
uncertainty transmission
Uses Ensures Applies
2. Secu- .\ . .
. quantum unconditional | interception
rity of key . . .
properties to | security of key detection
transfer .
protect keys transfer mechanisms
3. Inter- Detects any Detects any PI'OV.I des
. . detection of
ception attempted unauthorized
. . . . any changes
detection | interception interference . .
or distortions
4. Mea- The Ensures . Uses
. independent
surement | measurement | independence
. . . channels
indepen- | is carried out between
. for photon
dence independently | measurements ..
transmission
. Ensur- . . .
15n trzis— Uses error Provides high | Applies error
g. . correction transmission correction
mission .
mechanisms accuracy methods
accuracy
6. Effi- Uses Provides high Highly
ciency and optimized transmission productive
speed algorithms speed and efficient
Implemented | Scalable for Applies to
7. Scala- .
bility for large extended different
networks networks network scales

The essence of Twin Field is to use two parameters
(polarization and time) to encode and transmit quantum
bits (qubits). This provides a double level of information
that can be used to create a cryptographically secure key.
One of the important advantages of the protocol is its abil-
ity to detect key interception attempts. According to the
principles of quantum mechanics, any attempt to measure
a quantum state leads to its change, which is automati-
cally detected by the system, ensuring the security of key
exchange. In this context, the use of Twin Field to protect
LiteDB includes the creation of cryptographically secure
keys that are used to encrypt and decrypt the database.
This approach helps to ensure a high level of protection
and prevents attacks on encryption keys in a quantum en-
vironment.

To ensure the process of applying the Twin Field pro-
tocol to protect LiteDB, the following steps should be fol-
lowed:

1. Quantum key exchange: A quantum key exchange
process is performed between the sender and the receiver
using Twin Field. During this exchange, the double field
must be considered to provide an additional layer of infor-
mation and security.

2. Interception detection: Using a property of quan-
tum mechanics, such as the non-determinism of mea-
surements, to detect any attempts to intercept keys. This
can be realized by using quantum properties that change
with any observation.

3. Encrypting and decrypting data in LiteDB: using
the obtained quantum keys to encode and decode data.
This will ensure the confidentiality and integrity of infor-
mation in the database.

4. Ongoing monitoring and support of the system:
monitoring the state of the system and detecting any
anomalies or attack attempts in time. Ensure that keys are
regularly updated and the system is improved to reflect the
latest advances in quantum security.

When considering the integration of a quantum key
distribution device on the same server as the LiteDB
database, the key aspect is to ensure the comprehensive
protection and efficiency of this infrastructure. For this
purpose, it is important to address physical, technical,
and network aspects. In terms of physical protection, you
should place the device in a secure room using restricted
access mechanisms.

Efficient use of server resources should include opti-
mizing the configuration for quantum signal processing.
It is also important to consider network aspects, using
modern encryption tools and firewalls to protect against
external attacks. Maintaining the continuous operation of
the system includes the implementation of a monitoring
and maintenance system to detect possible malfunctions
and anomalies. The use of logging and auditing methods
allows you to maintain event logs and identify potential
security threats.

The level of modern security bypass systems should
also be taken into account. level of modern security by-
pass systems should also be taken into account. Therefore,
the standard Twin Field protocol should be enhanced with
additional methods to ensure resilience. One of the best
ways is to improve the security system using quantum
identification and quantum state multiplexing methods,
which includes several promising aspects. First of all,
there is a high resistance to cyber threats due to the ap-
plication of quantum identification principles to generate
cryptographic keys. This is important because this ap-
proach makes it difficult to crack encryption algorithms
based on classical computing. The second aspect is the
use of quantum state multiplexing, which allows more in-
formation to be transmitted simultaneously over commu-
nication channels. This can lead to improved performance
and efficient processing of large amounts of data. The
third aspect involves the use of quantum states to transmit

9



Dorozhynska A., Dorozhynskyy S.

keys, reducing the likelihood of interception. Observing a
quantum state leads to a change in the state itself, which
makes detecting attacks and hacking even more difficult.
In addition, the use of quantum methods can increase
the level of confidentiality and data security, as they are
based on the physical principles of quantum mechanics.
This approach makes the keys unique and unpredictable,
which makes the system more relevant to modern cyber-
security challenges.

Conclusion

In this article, we have considered important aspects of
forming digitized data in the LiteDB database, using the
HTM LAgilityPack library to efficiently process HTML in
the .NET environment and ensure the reliability of this
system through the use of quantum cryptography.

Digitization of data is becoming an integral part of
modern society, and using Lite DB provides us with a sim-
ple and effective solution for storing this data. Its embed-
dability, JSON/BSON data format, ease of use, and scal-
ability make it an excellent choice for projects of all sizes.

The HTMLAgilityPack library allows you to efficiently
process HTML pages in the .NET environment, making
it an ideal tool for extracting structured information from
web resources.

Special attention is paid to the use of quantum cryp-
tography to ensure system security. Its high resistance to
various cyber threats, even under conditions of uncertain-
ty, makes it an advanced tool for protecting confidential
information. An important aspect is the use of the Twin
field protocol, which, due to its resistance to attacks un-
der conditions of uncertainty, forms a reliable foundation
for data security.
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